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Solution features

<+ Proactive prevention: Prevent

users from making changes

to their applications, installing
unauthorized software applications
or manipulating the configuration of
their computers

"%+ Multi-OS support: Support

discovery of network devices for
Windows®, MacOS®, Linux® and
VMware® workstations, servers,
laptops, mobile machines and
network devices (such as printers
and scanners)

"z Remote security: Remotely

troubleshoot desktop issues
while ensuring privacy during all
remote sessions with encrypted
communications, authenticated
sessions and user confirmations
prior to network connection

"2+ Device security: Centrally control

uploading and downloading activity
from Bluetooth® devices, CD/DVD
drives, FireWire devices, modems,
wireless and USB devices.

"+ Security at a glance:

Comprehensive reports and
dashboards enable you to monitor
compliance levels every step of the
way. Templates are available that
address key regulatory standards
such as ISO 27001, 1SO 27002,
National Institute of Standards and
Technology (NIST) and Microsoft
hardening guides
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PatchManager
RemoteManager
DeviceManager
VulnerabilityManager
InventoryManager

ComplianceManager

m Security & Compliance

Numara® FootPrints® Security & Compliance is a part of the FootPrints family of IT Management products
and solutions which streamline, automate and improve IT operations. It has been designed to leverage
your legacy IT management solutions and enables IT to optimize the management of PC's, mobile devices,
software and IT infrastructure by simplifying and automating the entire ownership experience. Our solutions
uniquely integrate the processes that manage IT, not just the data generated by those processes.
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Simplify and improve IT security

IT security and IT operations have a lot of the same goals in mind as both relate to managing PCs —
consistent desktop configurations, automated deployment for system changes and desktop lockdown if
needed. Having a single vendor to help you accomplish all of your desktop management and end-point
protection strategies can help your organization decrease the overall cost and complexity associated with
network stability and security.

Our solution...

One centralized and proactive solution helps prevent security weaknesses, enforces policy requirements
and helps avoid costly fines. Trust FootPrints Security & Compliance Management Solution to help you
reduce risk and maintain compliance with an easy, centralized way to detect vulnerabilities, set proactive
measures and take action. Now that's simpler security.

The freedom to simply...detect and remediate vulnerabilities

Exposure to network vulnerabilities jeopardizes your organization’s ability to have a secure and reliable
network. Having the ability to assess exposure risk, detect weaknesses and then remediate known
vulnerabilities helps organizations prevent unplanned service interruptions and enhance security across
the network.

FootPrints Vulnerability Manager provides IT professionals with the knowledge and tools to take a
more proactive approach to vulnerability, patch and configuration management, ultimately making your
organization more secure at a minimal cost.

Key features:

Broad coverage: Address a wide range of vulnerabilities, including abnormal usage, brute-force attacks,
buffer overflow, misconfigurations and more

Impact assessment: Assess the impact of vulnerabilities across the business by using trusted industry
sources such as the Common Vulnerability Scoring System and Common Vulnerabilities and Exposures

Vulnerability detection: Quickly scan any device with an IP address, specify groups of devices
to automatically scan on a continual basis, assess vulnerable or non-secure configuration and
automatically remediate those vulnerabilities.

The freedom to simply...prevent data leakage

Avoiding data leakage is a critical concern for most organizations. The risk of users transferring sensitive data
on removable storage devices, whether malicious or not, can be detrimental not only to the organization’s
financial standings, but also to the company’s reputation.
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Organizations need to find a way to prevent this type of breach, as well as
to ensure the rest of the network is secure and reliable.

By allowing you to define policies that specify which devices are enabled or
disabled, as well as thresholds for PC inactivity, Numara FootPrints Device
Manager ensures compliance and reduces the manual effort of managing
or resolving issues caused by unsanctioned devices and unattended
machines.

Key features:

Removable media device coverage: Centrally control uploading
and downloading activity from Bluetooth® devices, CD/DVD drives,
FireWire devices, modems, wireless and USB devices

Enforce policy: Prevent users from bringing illegal software, viruses
and content into your network

Demonstrate compliance: Secure sensitive or proprietary company
information and comply with external regulations or internal policies
regarding data storage and removal.

The freedom to simply...deliver critical fixes

Keeping up with the constant flood of security threats to your operating
systems and software applications can be a full-time job. Leaving the
security of your network up to the IT staff's ability to identify missing patches
and deliver critical fixes across the entire organization is a time-consuming
risk. Automated patch management is essential for organizations looking to
safeguard their network from attacks and security breaches.

Numara FootPrints Patch Manager allows you to assess, schedule, deploy
and report on patches across complex networks ensuring that your systems
are secure and the integrity of your business is never compromised.

Key features:

One solution: Manage, update and download all of your patch
updates for Microsoft operating systems, Microsoft applications and
selected third-party applications, such as Adobe, iTunes® and Mozilla
Firefox®, installed across your network

View missing patches: View a list of all the missing patches per
device along with their severity level

Status tracker: Monitor the patching process in real time and receive
detailed information regarding any errors or anomalies so you can
take immediate corrective measures

Wake-on-LAN: Automatically distribute patches and other related
maintenance tasks outside of business hours by waking PCs,
deploying the patch and then closing machines down once the
updates are complete.

The freedom to simply...diagnose from afar

Travelling from PC to PC fixing network and routine desktop issues is time-
consuming for the individual desktop administrator, and it can prevent
end-users from doing their jobs.

FootPrints Desktop Management
products:

E PatchManager

Centrally assess, manage, deploy and report on patches
across diverse IT environments ensuring that your
systems are secure and the integrity of your business is
never compromised.

m RemoteManager

Securely manage routine desktop management tasks
as administrators are able to detect, diagnose and
resolve PC issues without leaving their desk.

H DeviceManager

Protect sensitive company data from being stolen or
corrupted by prohibiting/restricting the use of certain
removable media devices and enforcing standards in
accordance with company policy.

E VulnerabilityManager

Assess exposure risk, detect weaknesses and then
remediate  known vulnerabilities such as abnormal
usage, buffer overflow, misconfigurations and so on,
and prevent unplanned service interruptions and
enhance security across the network.

m InventoryManager

Automate complex inventory tracking and receive
accurate, current and complete asset intelligence
to help guide investment decisions, reduce manual
processes and maintain compliance.

E ComplianceManager

Reduce the hassle of monitoring IT assets and defining
policies and provide auditors with records of compliance
levels from a centralized console.

The ability to troubleshoot and diagnose desktop issues without physically
visiting each workstation is crucial for optimizing IT resources and keeping
end-users happy and productive.

The Numara FootPrints Remote Manager extends the reach of IT support
by quickly and accurately assessing and fixing end-users’ desktop issues,
including tracking asset inventory and deploying software and patches
without physically leaving your desk.

Learn more about Numara Software products and solutions. Visit us at www.numarasoftware.com
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Key features: Numara FootPrints Inventory Manager and Numara FootPrints
Compliance Manager automate complex asset tracking and reporting,
and provides accurate, up-to-date asset intelligence, ensuring that
your organization adheres to compliance mandates while avoiding
the painstaking task of manually tracking asset inventory saving time,
Direct access: Allow administrators to access the Windows Registry money and fines for being non-compliant.

Editor®, Windows Service Manager®, Windows Task Manager® and
Windows Event Manager®, and the file system on Windows, MacOS®,
Linux® and UNIX® operating systems for adjustments or troubleshooting
after hours = Comprehensive reporting: Monitor compliance levels with
comprehensive reports and dashboards. Templates are available
that address key regulatory standards such as ISO 27001, 1SO
27002, National Institute of Standards and Technology (NIST) and
Microsoft hardening guides

Secure, remote support: Securely manage users’ PCs from afar with
authenticated sessions and encrypted communications and maintain a
central audit file of all remote control sessions in case of an investigation

Key features:

Service anywhere: Allow administrators to access a machine through
a secure tunnel without the use of a VPN to perform various desktop
management related tasks such as inventory, patch management and
software distribution. . S ]

Dynamic groups: Quickly identify, group and remediate those

. devices that do not adhere to defined compliance policies
The freedom to simply...track and report on IT assets

Every IT security plan needs to include the tedious task of tracking IT assets.
Having a list of all hardware and software assets, knowing what software is
installed, whether or not it is being used, the frequency of its usage as well as
knowing if it is compliant with your vendor licensing agreements or internal
security policies are just a few of the key elements in establishing a compliant
network.

Audit now: Avoid costly fines and penalties associated with
copyright infringements with advanced software license
management capabilities.

Numara FootPrints Solutions:

XTI Service Management [ZTI M Service Desk [T Lifecycle Management X Desktop Management (LTI Security & Compliance
V

Incident&ProblemManager Incident&ProblemManager InventoryManager InventoryManager PatchManager

ChangeManager InventoryManager PatchManager RemoteManager RemoteManager
ConfigurationManager RemoteManager RemoteManager PatchManager DeviceManager
ServiceCatalogManager DeploymentManager VulnerabilityManager
InventoryManager Incident&ProblemManager InventoryManager
RemoteManager ConfigurationManager ComplianceManager
DeploymentManager
Numara Software Regional Offices:
North America United Kingdom Germany France Spain
www.numarasoftware.com www.numarasoftware.co.uk www.numarasoftware.de www.numarasoftware.fr www.numarasoftware.es
Nordics South Africa Australia Japan
www.numarasoftware.no www.numarasoftware.co.za www.numarasoftware.com.au www.numarasoftware.com
Who are we?
Numara Software is a leading provider of integrated IT management solutions
for Desktop Management, PC Lifecycle Management, Security & Compliance,
Help Desk and Service Desk. Designed to optimize IT management, Numara freedom
FootPrints and Numara Track-It! collectively support more than 50,000 customer 5 |
sites and nearly 20 million IT assets worldwide. to SIM p y exceed

Learn more about Numara Software products and solutions. Visit us at www.numarasoftware.com




